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(57) Abstract: The present invention relates to a method for processing an analog signal. The method involves hiding a digital 
watermark signal in the analog signal by combining the watermark signal with the analog signal (103). The wateimaik signal may 
be detected and extracted by a device (108) receiving the analog signal. The method includes embedding a key in the watermark 
signal, such that the key may be extracted and used by an encoding device (108) for encrypting digital content that is based on the 
analog signal. The invention also relates to an encoding device, which is arranged to perform such encryption. 
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The present invention relates to a method for processing information 
corresponding to an analog signal, wherein a watennark signal is hidden in the analog signal 
in such a way that the watermark signal may be extracted by a device receiving the analog 
signal. 



Such a method is described in US-B2-6,442,285. The watermark may then 
contain usage control infonnation. If MP3-data is generated from such a signal and the usage 
control information is transferred to the data, a device receiving such data may check whether 
the device is authorised to use it or not. If not, the device may refuse to utilise the 
information, e.g. to play music. The method may thus be used to prevent illicit copying of 
copyright protected material. 

A problem associated with this scheme is that audio/video devices may be 
produced that do not check the data for usage control infonnation. Such devices may thus use 
the data regardless of whether they are authorised to do so or not. 

It is an object of the invention to wholly or partly obviate this problem. This 
object is achieved with a method according to the opening paragraph which is characterised 
by embedding an encryption key in the watermark signal, the encryption key being intended 
to be identified by an encoding device for usmg the key to encrypt a digitally coded 
information sequence corresponding to said analog signal. Thus an encoding device may 
produce digital data, corresponding to the analog signal, which data may only be used by 
authorised devices. 

In a preferred embodiment, the watennark signal further comprises an 
instruction about how the encoding device is intended to process the analog signal. 

In another preferred embodiment the watennark signal fizrflier comprises 
copyright information. 
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Preferably, the processing further involves storing data corresponding to the 
analog signal on a storage medium, or broadcasting a signal corresponding to the analog 
signal. This aUows the protection of copyright interests even when an analog signal is sent in 
the clear. 

According to another aspect, the invention relates to a device for digitally 
encoding information corresponding to an analog signal. This device is characterised by a 
watennark detector for detecting a watermark signal, embedded in the analog signal, a key 
detector for identifying an encryption key in the watermark signal, an encoder for digitally 
encoding the analog signal and an encrypting unit for encrypting the digitally encoded signal, 
using the encryption key. 

Preferably, the device may further comprise means for retrieving an 
instruction from the watermark signal about how the analog signal should be processed. 

In a preferred embodiment, the device further comprises a decoder for 
decoding a digital input signal, so that a watermark signal, embedded in an analog signal 
corresponding to the digital input signal, may be retrieved. 

Preferably, the encrypting unit may use a residential key to encrypt encoded 
analog signals which have no key embedded in a watermark signal or no watermark signal at 
all. . 

In a preferred embodiment, the watermark detector, the key detector, the 
encoder and the encrypting unit are provided on a single integrated circuit. This prevents 
tampering with the device in order to extract compressed, unencrypted information. 

These and other aspects of the mvention will be apparent from and elucidated 
wifli reference to the embodiments described hereinafter. 



Fig 1 illustrates a situation where a method and a device according to the 
invention may be used. 

Fig 2 illustrates an encoding device according to an embodiment of the 

invention. 



Fig 1 illustrates a situation where a method and a device according to the 
invention may be used. An analog signal 101, which for instance may be an audio signal or 
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video signal, is combined with a watennark signal 102 in a combining unit 103. The 
watermark signal contains data such as copyright infonnation and the like. 

Typically, the watermark signal maybe a digital signal with a low bit-rate, but 
any signal that can be subsequently identified and which does not disturb the intended use of 
the analog signal may be used, i.e. signals that for instance are not audible in an audio signal. 

The analog signal may then be processed in any normal way, e.g. it may be 
converted into a digital format and stored in a storing process 104 on an information medium 
such as a CD- or a DVD-disk 105, or it may be broadcasted in a broadcasting process 106. In 
any case, the analog signal is subsequently reproduced in a player 107. The player 107 may 
be a radio receiver, a CD-player, or the like, that produces an analog oulput. It may be 
connected to, or have integrated, an encoder unit 108 that converts the analog output signal 
from the player 107 into a digital format 109, such as MPEG2 or H264, etc. Information in 
such formats is highly compressed and may readily be copied and transmitted over computer 
communication media. Such encoders are available at low cost, but nevertheless produce 
high quality output. In accordance with the present invention it is suggested to add an 
encryption key to the watermark signal 102. It is also suggested to modify the encoder unit 

108 such that it retrieves the key from the analog signal and encrypts the digital format output 

109 utilising the key. In this way illicit copying and spreading of the analog may be 
obstructed in a more efficient way, since only players with access to the key may reproduce 
the analog signal. 

The digital oulput from the encoder may preferably be used in a Conditional 
Access (CA) environment, i.e. a domain where authorised devices, for instance within a 
home, may exchange information in a secure manner. 

Even though a low bitrate digital watermark signal is used, it preferably 
exceeds 8 bits/s, in order to transmit a sufficiently powerful key within reasonable time. CA 
environments normally require a 64 bit strong key. If an 8 bit/s watermark signal is used, 
encryption can thus commence after 8 seconds, which is fast enough for most applications, hi 
any case, the watermark signal is such that it does not disturb the normal use of the analog 
signal, e.g. the video signal may be viewed in a normal way and the watermark signal is not 
visible. 

The key may preferably be one suitable for use in connection with the 
standards DES (Data Encryption Standard) or AES (Advanced Encryption Standard), or a 
key used in connection with the DVB-standard (Digital Video Broadcasting). However, other 
encryption schemes are conceivable. 
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Fig 2 iUustrates an encoding device 200 according to an embodiment of the 
invention. It comprises an A/D-converter 208 for converting the analog signal to a digital 
fonnat and an encoder 201 of a conventional type for encoding/compressing the output from 
the A/D-converter 208. Furthermore, the encoding device comprises a watermark detector 
202, for retrieving a watemiark, embedded in the analog input. The watermark detector 202 
works on the uncompressed, digital version of the analog input and comprises means for 
identifying an encryption key, hidden in the watermark signal, and feeding this key to an 
encrypting unit 203. The encrypting unit uses the key to encrypt the encoded output from the 
encoder 201. This encryption process provides the output from the encoding device 200. 
Preferably, the encoding device also outputs information needed by authorised devices for 
decrypting the content, such as the key management structure. 

This output may be distributed freely, but only authorised devices, for mstance 
within a CA domain having access to the key, can use it. Moreover, these devices may, when 
the content has been decrypted, check the analog signal to verify that the correct key was 
used for encryption, since the watermark key is still present in the analog signal. Since the 
watermark signal is still present, also further broadcasting of the analog content will be 
protected in the same way. 

The device 200. may also process digital input. Then a decoder 204 is needed 
to produce an uncompressed digital output that can be used by the watermark detector 202. 
Multiplexers 205, 206 are used to select whether digital or analog input should be processed. 

If no watermark signal is present in the input, or if such a watermark signal 
lacks encryption key information, the encrypting unit may use a fixed internal key 207. 

The watermark detector 202 may furthermore retrieve information from the 
watermarfc signal, which information corresponds to instructions on how the encoding device 
should process the incoming information. For example such instruction can include how the 
output should be encrypted, that it should not be encrypted or that parts of the output should 
be encrypted. Other instructions may include whether an included or a residential key should 
be used, etc. 

Preferably, the watermark detector 202, the key detector in the watermark 
detector, the encoder 201 and the encrypting unit 203 are provided as a single integrated 
circuit 200. This makes it impossible to tamper with the encoding device in order to extract 
compressed, unencrypted data. 

In summary, the present invention relates to a method for processing an analog 
signal. The method involves hiding a digital watermark signal in the analog signal by 
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combining the watermark signal with the analog signal. The watermark signal may be 
detected and extracted by a device receiving the analog signal. The method includes 
embedding a key in the watermark signal, such that the key may be extracted and used by an 
encoding device for encrypting digital content that is based on the analog signal. The 
invention also relates to an encoding device, which is arranged to perform such encryption. 

While the invention has been described in connection with a preferred 
embodiment, it should be understood that the invention should not be construed as being 
limited to this embodiment. The invention rather includes all variations which could be made 
thereto by a skilled person and within the scope of the appended claims. 
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CLAIMS: 



1. Method for processing infonnation corresponding to an analog signal, wherein 
a digital watermark signal is hidden in the analog signal in such a way that the watermark 
signal may be extracted by a device receiving the analog signal, characterized by embedding 
an encryption key in said watermark signal, the encryption key being intended to be 
identified by an encoding device for using the key to encrypt a digitally coded information 
sequence corresponding to said analog signal. 

2. Method according to claim 1, wherein the watennark signal further comprises 
instructions on how the encoding device is intended to process the analog signal. 

3. Method according to claim 1 or 2, wherein the watermark signal further 
comprises copyright information. 

4. Method according to any of the preceding claims, wherein said processing 
further involves storing data correspondmg to the analog signal on a storage medium. 

5. Method according to any of claims I to 3, wherein said processing further 
involves broadcasting a signal corresponding to the analog signal. 

6. Device for digitally encoding information corresponding to an analog signal, 
characterized by a watermark detector for detecting a watennark signal, hidden in the analog 
signal, a key detector for identifying an encryption key in the watennark signal, an encoder 
for digitally encoding the analog signal and an encrypting unit for encrypting the digitaUy 
encoded signal, using the encryption key. 

7. Device according to claim 6, further comprising means for retrieving 
instmction ftom the watennark signal about how the analog signal should be processed. 
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8- Device according to claim 6 or 7, furflier comprising a decoder for decoding 

digital input signal, such that a watennark signal, embedded in an analog signal 
corresponding to the digital input signal, may be retrieved. 

9. Device according to any of claims 6-8, wherein the encrypting unit uses a 

residential key to encrypt encoded analog signals which have no key embedded in a 
watennark signal. 



10 



10. Device according to any of claims 6-9, wherein said watermark detector, said 

key detector, said encoder and said encrypting unit are provided on a single integrated circuit. 



wo 2004/055808 



PCT/IB2003/005160 



1/1 



7^ 







WM 







101 103 
104 



.102 



ST ORING 
PROCESS 



106 



BROADCASTING 
PROCESS 



CD/DVD 



105 




PLAYER 



107 



FIG.1 



MPEG2 
OUTPUT 



109 ^ 



ENCODER 



7 

108 



Analog 
Input 



Digital 
Input 



208 



.204 



200 



202 

y 



[A/D-CONVER TER | 



IdECODER I |WM-DETECT OR | 1 




[ENCODER^ 




KEY 



'201 



ENCR YPTING 
UNIT 



206 ^203 



207 



O 
U 
T 
P 
U 
T 



FIG. 2 



IN I bKIMAI lUNAL tibAKUII KbKUK I 



A. CLASSIFICATION OF SuiUicl^Vi 

IPC 7 G11B20/00 



^ER 



lational Application No 



IB 03/05160 



According to Intemallonal Patent Cl assHlcatlon (IPC) orto bolh nallonal classtfteallon and IPC 
B. HELDS SEARCHED ' ' 



Minimum documentaltonsearctied (dassiRcation system followed by classincation symbols) " 



Documentation searched other tt,an minimum documentation to the extent that such documents aie taduded inthef»lds 



searched 



Electfonlc data base consulted during the International search (name of data bas e and. where practical, seareh temis used) 

EPO-Internal . WPI Data, PAJ, INSPEC 



C. DOCUMENTS CONSIDERED TO BE RELEVANT 







Citation of document, with Indication, where appropriate, of the relevant passages 


Relevant to dalm No. 1 


Y 
Y 


DIGIMARC - MACROVISION: "Response to FCC 
Notice of Proposed Rulemaking for Digital 
Broadcast Copy Protection" 
DIGIMARC, 'Online! 

5 December 2002 (2002-12-05), XP002279197 
Retrieved from the Internet: 
URL: http: //www. digimarc.com/ 

docs/FCC%2002-230Response%20by%20Digimarc% 
20final.pdf> 'retrieved on 2004-05-04' 
page 5 - page 10 

EP 0 864 959 A (MITSUBISHI CORP) 
16 September 1998 (1998-09-16) 
page 4, line 52 - line 55 
page 5, line 43 - line 44 

-/- 


1-10 
1-10 




yj FurtherdocumentsarelbledlntheoontlnuaMonofboxC. ^ Patent famHy membets are Itetod It 


\ annex. 1 




- opeciai caiegones of cited documents : — — 1 

• A. ^ - . 'aterdocumem published after the International fiDna dale 1 
^^n51?rJ "?/'"L"3 of the art which is not P!??"iy dale and not In conflict with the application but 1 
considered to be of particuiar relevance cited to understand the principle or theory undei^lng the 1 
eS!S®''='<>«'"»ntbut publishedonorallerthe intemationai invention 

filing date X documerjt of particular relevance; the claimed Invention I 
•L' document which may throw doubts on priority daimfs) or «t «>nsl^red novel or cannot be considered to 1 
which is cited to eslabfish the pubBc^Sordate of anlWer ^® ®" inventive step when the document Is taken alone 
citation or other spedai reason (as specified) 'Y' document of particular relevance; the claimed Invention 1 

•O" dcMsumenl refen-ing to an oral disdosure, use. exhibition or S^HSlilS 2'II!i2£r®^J^ ISy®'^® ^ inventive step when the 1 
other means ' document is combined with one or more other such docu- 1 

•P- document published priorto the Intemationai fifingdatebut mems^ud, combination being obvious to a person sKBIed 

laterthantheprioritydateclalmed document member of the same patent famllv 1 




ume or iiie actual completion of the Inlemational search 

7 May 2004 


Date of mailing of the International search report 1 

21/05/2004 1 




Name and mailing address of the ISA 

European Patent Office. P.B. 5818 Patentlaan 2 
NL - 2280 HV Rijswljk 
Tel (+31-70) 340-2040, Tx. 31 6S1 epo nL 
Fax: (+31-70) 340-3016 


Authorized officpr j 

Maetz, A 


rorni PCT/lSAyaiO (second sheet) (Janua/y 2004) — — ^ ^ J 



C.(Contlnuatlon) DOCUMENTS COl 



INTERNATIONAL SEARCH REPORT 



RED TO BE RELEVANT 



I latlonal Application No 



m 



IB 03/05160 



Calegory * Cttation of documenl. wtth Indlcatton, where appropriale, of Ihe retevanl passages 



Relevant to claim No. 



US 2002/012443 Al (RHOADS GEOFFREY B ET 
AL) 31 January 2002 (2002-01-31) 
cited 1n the application 
paragraphs *0009!, '0010!, '0031! 

WIPRO TECHNOLOGIES: "Digital Watermarking 

: A technology overview" 

WIPRO, 'Online! 2001, XP002279198 

Retrieved from the Internet: 

URL : http ://cnscenter . future . co . kr/r . pdf > 

'retrieved on 2004-05-04! 

the whole document 



1-10 



1-10 



Form PCT/I8A/210 (oontinijafion of second sheet) (Januaxy 2004) 



INTERNATIONAL SEARCH REPORT 

Information on patent family members 



Patent document 
cited in searcli report 




Publication 
date 



EP 0864959 



I atlonal Application No 

IB 03/05160 



Patent family 
member(s) 



16-09-1998 



JP 10254909 A 
EP 0864959 A2 



Publication 
date 



25-09-1998 
16-09-1998 



us 2002012443 Al 31-01-2002 US 


\J%Jc,C/\j^ OA. 


1 o no or\no 


AL) 


\J\j r\ 


Ub-I^:— ^UOO 


CA 




^o-ll-ZOOO 


EP 


AtUOHjI? Mi 


OQ nc onno 


JP 




o /I 1 o onno 
^4-1^1—2002 


wo 


0070525 AT 


^0—11—2000 


US 


2002159615 Al 


oi— iU— 2002 


us 


2002176600 Al 


2c5— 11— 2002 


us 


20021723Q7 Al 


21—11—2002 


us 


20021817*^5 Al 


Ob-12— 2002 


us 


200301240^^ Al 


10-01- 200o 


us 


2003021441 Al 


00-01—2003 


us 


20031 74ftfil Al 


lo— Oy— 2003 


us 


2003167173 Al 


04-0^—2003 


us 


6650761 Bl 


18-11-2003 


1 IC 


6311214 Bl 


30-10-2001 


us 


2003040957 Al 


27-02-2003 


us 


6505160 Bl 


07-01-2003 


us 


2001034705 Al 


25-10-2001 


us 


2001053234 Al 


20-12-2001 


us 


2001044744 Al 


22-11-2001 


us 


2002032864 Al 


14-03-2002 


us 


2002028000 Al 


07-03-2002 


us 


2002016816 Al 


07-02-2002 



Foim PCT/ISW210 (jpalent family annex) January 2004) 



